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Step 1: Generating a Key Pair and Requesting a Certificate

This Document details how to generate a PKI key pair and request a server certificate
using Microsoft Internet Information Server 5.0. It covers step 1 of a 2-step process.
“Server Certificate Enabling for Microsoft Internet Information Server 5.0: Step 2:
Obtaining/Installing a PKI Certificate” is a follow-up document. It details how to obtain
and install a PKI server certificate as well as how to make the web server secure (https).

Step 1: Generating a Key Pair and Requesting a Certificate

Step 1 — Generating a Key Pair. Page 3
Step 2 — Requesting a Certificate. Page 12
Step 3 — Approval Notification. Page 15
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**The following must be installed before attempting to install DoD certificates onto your
server. ALL SOFTWARE LISTED BELOW MUST BE 128-BIT.

1. Windows 2000 Server

2. Netscape 4.5 or greater

3. IE 5.0 or greater

Generating a Key Pair

1) Generating a Key File.
a) Click Start, Programs.
b) Administrative Tools.
c) Internet Service Manager.
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2) Expand the Server
a) Click on * your server name.
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3) Open the Properties Dialog Box.
a) Right click on the desired web site and choose Properties.
Administrative Web Site Properties dialog box appears.
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4) Click on the Directory Security Tab.

Defaull Web Site Properties x|
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Operators | Perfarmance I 1S4F Filters I Haome Directary I Documents
—web Site |dentification

Description: D efault '

|P &ddress: I[ﬂ” Unassigned) j Advanced... |
TCF Part: IEU SSL Port;  |443

— Connection
& Unlimited
™ Limited Ta: I 1.000 | connections
Connection Timeout: 900 seconds

¥ HTTF Keep-dlives Enabled
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5) Under Secure Communications, click Server Certificat

Default Web Site Properties 2x|

Server Extensions | Server Extensions 2002
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Diirectory Security | HTTF Headers I Cugtom Ernrors

—Anonymous access and authentication contral

Enable ahohymous access and edit the
w authentication methods for this resource.
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—IP address and domain name restrictions

Grant or deny access to this resource using
IP addresses or internet domain names.

— Secure communications

Require gecure communications and
enable client certificates when this
resource is accessed.

Server Certificate...

Qk, Cancel | Apply | Help




6) Click Next.

Welcome to the Web Server Certificate Wizard. 5[

Welcome to "he Web Server
Certificate Wizard

Thiz wizard helps pou create and administer server
certificates uzed in zecure Web communications
between vour server and a client.

Status of your Web server:

You have a cerificate installed for the selected
zerver. Certificate \wizard will help pou to manage
this certificate.

To continue, click Mest.

< Back (

7) Confirm that the Create a New Certificate button is selected and then
click Next.

Cancel |

115 Certificate Wizard

Server Certificate
There are three methods for assigning a certificate to a'web site.

Select the method pou want ta uze far thiz web site:

+ iLreate a new cerhificate

" Aszign an existing certificate

" Import & certificate frorm a Key Manager backup file.

< Back 6 Hest = p Cancel




8) Click the Prepare the request now, but sent it later button and then
click Next.

115 Certificate Wizard

Delayed or Immediate Request
‘ou can prepare a request to be sent later, or pou can zend ane
imrediately.

Do you want to prepare a certificate request to be sent later, or do you want to zend it
immediately to an onling certification authariby?

p o Prepare the request now, but send it later

£ Send the request immediately to an online certification authority

< Back <I Mest » i) Cancel |

9) Fill in the Name field with the exact url you type to access your
website. In the Bit Length field change your selection to 1024. Click
Next.

115 Certificate Wizard

Mame and Security Settings
our news certificate must have a name and a gpecific bit length.

Type a name for the new certificate. The name should be easy for you to refer to and
remember.

me:

> Iwww.sewername.mil

ey determines the certificate’s encryption strength.
The greater the bit length, the stronger the securnty. Howewver, a greater bit length may

< Back (I Hext = \I Cancel




10) In the Organizational field, type U.S. Government, and in the Organizational Unit
box, type USN OU=PKI OU=DoD. Click Next.

**NOTE: The text is case-sensitive. There is a space after the letters U.S. and the

word Government. There is also a space after USN and the letters QU=PKI. There is

another space after the letters PKI and the letters OU=DoD. The letter “o0” in DoD is

lowercase. There is no period after the DoD.

115 Certificate Wizard

Orgamzation Information
rour certificate must include information about wour orgarmzation that
distinguizhesz it from ather organizations.

Select or type vour organization's name and your organizational unit. Thiz is typically the
legal name of your organization and the name of pour division or department.

Far further information, conzult certification authanty's Web site,

Drganization:

Organizational unit;
USN. ou=PK]. ou=DoD |

£ Back (I Mest > i \ Cancel |
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11) In the Common Name text box, type the domain name of your web site, for example,
www.basename.navy.mil and then click Next. The Common Name is the fully
qualified domain name (FQDN) of the server that the certificate will be installed on.

IIS Certificate Wizard

Your Site's Common Hame
our Web site's common name iz itz fullp qualified domain name.

Type the comman hiame far your site. If the server iz on the Internet, uze a valid DMS
name. If the zerver iz on the intranet, pau may prefer to use the computer's MetBI0S
name.

If the common name changes, pou will need to obtain a new certificate.

LCommon name:

— > Iwww. servername. mil
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12) In the Country/Region box, type US (United States). Normally, this should be the

default.

13) In the State/province box, press Spacebar. To move to the City/locality field, press

TAB or click the City/locality box.
14) In the City/locality box, press Spacebar.
15) Click Next.

115 Certificate Wizard

Geographical Information

The certification autharity requirez the following geographical information.

LCountry/Region:

12

— S [United States] x|

State/province:

13

—

City/localiby:

14

B

State/province and City/localiby must be complete, official names and may not o

abbreviationz.

15

Note:
State/Province and
City/Locality must
be blank, but IIS 5.0
doesn’t allow for
blanks so for each
field, press the
spacebar once.

A\ 4
< Back ( I Mest » I) Cancel |

16) In the File name box, enter a file name. Remember the folder where the file is save.
You may also click Browse to locate the desired folder. The file name should have a
.txt extension and is saved in a text format. Click Next.

115 Certificate Wizard

Certificate Request File Hame
Your certificate request is saved as a test file with the file name you
specify.

Enter a file name for the certificate request.

Eile name:

Browse... |

< Back

I Hext » I

Cancel




17) The Request File Summary screen appears. Read through the summary information
on the screen.

e If changes need to be made, click Back as many screens as necessary to make
changes.

e After making the changes, click Next as many times as needed to get back to this
screen.

e Click Next to display the Completing the Web Certificate Wizard screen.

115 Certificate Wizard

Request File Summarny
Y'ou have chozen o generate a request file.

To generate the following request, click Mest.
File name:  c:\certreq. kst

Y'our request containg the following information:

lzzued To vy bagsename. nase. mil
Friendly Mame Default Web Site
Country # Region 115
State / Province
ity
Organizatian 15, Gaovernment
Organizatianal Lnit 1SM, ou=PFl, cu=Dalr
< Back Cancel |




18) The Completing the Web Server Certificate Wizard Screen informs you that
the certificate request has been successfully completed. This screen displays the
file folder and the file name of the certificate request. Click Finish.

115 Certificate Wizard

Completing e Web Server
Cenrtificate Wizard

Y'ou have successfully completed the Web Server
Certificate wizard. A certificate request was created and
gaved to the file:

o hoertreq. bt

Send ar e-mail thiz file to your certification authority, who will
gend pou a responze file containing your neve certificate.
Restart thiz wizard to attach the new certificate bo wour
TEMVEL

Click here

for a list of certification autharities who offer services for
Microzoft products.

To cloge thiz wizard, click Finizh.

¢ Back

Eanzel |

19) You will now need to open a web browser to communicate with the Certificate
Authority server to submit your certificate request. You will need to open
Windows Notepad to copy and paste information from the clipboard during this
operation.




Requesting a Certificate

After generating a request for a web server certificate, you will submit the request to the
DoD Certificate Authority. You may use either Netscape Navigator 4.05 or newer or
Internet Explorer v5.01 or newer.

1) Open your browser and type the URL https://ca-3.c3pki.chamb.disa.mil in the
address box. The Manual User Enrollment page will display.
2) Click on Manual under Server Enrollment.

) Certificate Management Systen - Microsoft Internet Explorer provided by SPAWARSYSCEN Charleston
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Netscapes
Certificate Management Certificate Manager
System

/ Renewal / Revocation [ Retrieval

Enrollment

User nl
Enroliment
— Manual User Enroliment
Use this form to submit a request for 3 personal certificate. After you click the Submit button, your request will be
Director: submitted to an issuing agent for approval. When an issuing agent has approved your request you will receive the certificate
Based in email, along with instructions for installing it.
Directory and Important: Be sure to request your certificate on the same computer on which you plan to use the certificate.
Pin Based
Server
E User's Identity
Enter values for the fields you want to have in your certificate. Your site may require you to fill in certain fields,
’ < Full name: I
Registration Login name | ||
Manager
Enroliment Email address: |
QOrganization unit: I
Certificate Organization: |
Manager
Enrollment Country: Jug

Manual

Gontact Information
Enter an email address or phone number at which you can be contacted regarding this request. |

[ [& |4 nternet

| I



3) The Server Certificate Enrollment (for Server Administrators) will display.

Enroliment A% \ %
UserH Server Certificate Enrollment (for Server Administrators)
[EnralliEn: Use this form to submit a request for 3 server certificate, Vou must submit a PKCS #10 request, If you have a Netscape

server, create a PKCS#10 request by using the Metscape Administration Server instance associated with the server for
which you are requesting the certificate. In the Netscape Administration Server forms, choose Encryption, then Request
Server Certificate,

If you are not using a Metscape server, follow the appropriate steps to generate a PKCS #10 request with the server you
have.

After you click the Submit buttan, your request will be submitted to an issuing agent for approval. vou will receive the

Server certificate in email when it has been approved.
Enrollment
PKCS # 10 Request
Manual Paste the PKCS #10 request into this text area.
Registration =
Manager
Enrollment sz
Certificate
Manager
Enrollment |
Server Administrator Contact Information
MName:
Email: =l
& EN

4) Use Notepad to open the certificate request (e.g., certreq.txt) file you generated
from the web server.

***NOTE: Keep the Server Certificate Enrollment window displayed in the browser.
You will need to copy the certificate information from Notepad file into this browser
screen.

Highlight the text including BEGIN NEW CERTIFICATE REQUEST header and
END NEW CERTIFICATE REQUEST trailer with all dashes. To copy this text to the
Windows Clipboard, right-click the selected text, and from the shortcut menu, click

Copy.

& certreq - Notepad [ m]
File Edit Format Help




5) Click the browser window to make it the active window. The Request a Server
Certificate page should still be displayed. Click in the PKCS #10 Request text
area as shown in the next page.

6) Right-click in the text area, and from the shortcut menu, click Paste to copy the
certificate request information from the Clipboard into the Server Certificate
Enrollment form.

7) Complete the additional information on this web page. You may need to scroll to
see the bottom of the page. Click Submit Request to display the Request
Successfully Submitted screen.

cate Management Certificate Manager
System
Enrollment .,‘-"" Renewal Revocation .,‘-"" Retrieval
WETISTE YU Jre TELUESLITIY LHE CETLHISLE, I LIE NELSUdPE AUTTITHS LI LU SE0VED TUTTS, LTHUUSE EFILTY LU, LT KEYUESL d
User Server Certificate,

Enrollment )
If you are not using a Metscape server, follow the appropriate steps to generate a PKCS #10 request with the server you

Manual have.

Director After you click the Submit button, your request will be submitted to an issuing agent for approval. You will receive the
certificate in email when it has been approved.

PKCS #10 Request
Paste the PKCS #10 request into this text area.

Server JQUMINAOGCCEGAQUF BB IHOBgor BYEEAY 13 DQICHYHUMIHY AgEBH10ATQBpAGHA o]

Enrollment cgBv AHMAL wEmAHQATAES AF MAQQAGAF MACWE D AGE AbgBuAGTAb AAgAE MAC GBS AHAL
AAEBviGelegBhiHAlalBpAGHATABOAHT b wE2 AGkAZABLAHIDg VA juYPz P phLgC

Manual U¥nXoNeX2gS6nul4osrTH1Q0K:S 57V e IhEL 1nT3hBhaBlr7I0Bsd/ lguZvIFTin

) C1bMeNULRg17bhEx Tg+nlUovaPed aMwG 763 DR17Pr I 7W+egHAs (V44002 hOGGhony
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ger gRA07SUor sQky1t0+B 2545682 UT/ 2E1TI Ibh 06/ 1okFOGRU0QINuhgPORN 1 1 kil
Enrollment 4zWyIlTszFluwQVlgl/ otV dv3iCcHIT14Pex 64/ G7ENF7TthePAezELhFp77gy]
oeE7ITv1POY X6 EWUS IVhORTX LWHLCVSh ThTkUCTwEWLA==

————— END MNEW CERTIFICATE REQUEIT-——-- -

Certificate Server Administrator Gontact Information
Manager Mame: [Jghn Doe
Enrollment )
7 M’Ema'l: Idoej@basemame.navymi\
Phane: [123.456.7690]
Additional Comments Rd|

8) The Request Successfully Submitted web page will display.

CEl’tIfICa{;B Management Certificate M anager
System

|Sinllit-n4% / Renewal | / Revocation | / Retrieval

User i
Sl et Request Successfully Submitted

Congratulations, your request has been successfully submitted to the Certificate Manager. Your request will be processed
when an authorized agent verifies and validates the information in your request.

Your request 1D i

Your can check an the status of equest with an authorized agent aor local administrator by referring to this request 10,

ased

Server
Enrallment

This is your Request ID Number

Print this screen for your records or write down your request ID #. Close all open
windows or applications at this time.



Approval Notification
Approval Notification.

a. The next step in the Server Certificate Request Process involves sending an
email to your LRA identifying by the request ID number produced at the end of the last
section that the certificate request is ready for review. The email must contain the
following (everything in bold is to be typed as shown with the rest of the information
being replaced with what is appropriate for each individual server):

Reference Number: xxxx (with xxxx being the request ID number received from
the last section)

Host Name: www.sample.navy.mil (this is an example only)

IP Address: 102.21.12.12 (the server’s ip address)

Region: East Coast

Base: Base Name

Network System Administrator (NSA): Sgt John Doe

System Owner: SPAWAR

Security Level: SBU (Sensitive But Unclassified)

Applications on Server: Development versions of the following:
1) SPAWAR PKI Home Page
2) INFOSEC Home Page

Certification Justification/Requirements:
e To enable SSL on the server.

a. The LRA/RA, upon receipt of the email, will review the
request. If the request was done correctly and is approved, the LRA/RA will
send an email that will contain a Certificate Serial Number (CSN). The CSN
must be utilized in order to download the certificate. If the request is not
approved, the RA will notify the requestor/LRA why.

b. If the requestor does not receive anything from the LRA/RA within 1 week
after the email was sent, contact the LRA/RA by phone.

¢.  When the email with the CSN has been received, refer to “Server Certificate
Enabling for Microsoft Internet Information Server 5.0 Step 2:
Obtaining/Installing PKI Server Certificate.



